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(57) Abstract :

The present invention relates to biometric authentication and cryptographic security, integrating deep neural fusion with blockchain technology. A multimodal
biometric acquisition module concurrently captures vein, facial, and palm data via near-infrared, multi-camera, and multispectral sensors. A preprocessing module
normalizes and refines the captured images prior to feature extraction by modality-specific deep neural network modules. The extracted high-dimensional feature
vectors are fused in a transformer-based deep neural fusion module using an attention mechanism and a session-specific random salt to yield a unified biometric
signature. This signature is converted into a non-reversible BIO-KEY by the cryptographic key generation module and securely recorded on a tamper-resistant
blockchain ledger via a blockchain enabled identity verification module.
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